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Abstract
The design of bug-free and safe medical device software is challenging, especially in complex implantable devices. This is due to the device’s closed-loop
interaction with the patient’s organs, which are stochastic physical environments. The life-critical nature and the lack of existing industry standards to
enforce software validation make this an ideal domain for exploring design
automation challenges for integrated functional and formal modeling with
closed-loop analysis. The primary goal of high-confidence medical device
software is to guarantee the device will never drive the patient into an unsafe condition even though we do not have complete understanding of the
physiological plant.
There are two major differences between modeling physiology and modeling man-made systems: first, physiology is much more complex and less
well-understood than man-made systems like cars and airplanes, and spans
several scales from the molecular to the entire human body. Secondly, the
variability between humans is orders of magnitude larger than that between
two cars coming off the assembly line.
Using the implantable cardiac pacemaker as an example of closed-loop
device, and the heart as the organ to be modeled, we present several of
the challenges and early results in model-based device validation. We begin
with detailed timed automata model of the pacemaker, based on the specifications and algorithm descriptions from Boston Scientific. For closed-loop
evaluation, a real-time Virtual Heart Model (VHM) has been developed to
model the electrophysiological operation of the functioning and malfunctioning (i.e., during arrhythmia) hearts. By extracting the timing properties of the
heart and pacemaker device, we present a methodology to construct timedautomata models for formal model checking and functional testing of the
closed-loop system. The VHM’s capability of generating clinically-relevant
response has been validated for a variety of common arrhythmias. Based on
a set of requirements, we describe a framework of Abstraction Trees that allows for interactive and physiologically relevant closed-loop model checking
and testing for basic pacemaker device operations such as maintaining the
heart rate, atrial-ventricle synchrony and complex conditions such as avoiding pacemaker-mediated tachycardia.
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2
Through automatic model translation of abstract models to simulationbased testing and code generation for platform-level testing, this modelbased design approach ensures the closed-loop safety properties are retained
through the design toolchain and facilitates the development of verified software from verified models. This system is a step toward a validation and
testing approach for medical cyber-physical systems with the patient-in-theloop.
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1
Medical Devices: Current State and Challenges

The medical device market is worth $289 billion, of which $110 billion is
from the US alone, with this number projected to reach $133 billion in 2016.
Examples include everything from adhesive bandages, stents, artificial joints,
drug infusion pumps to surgical robots, implantable cardiac pacemakers, and
devices still undergoing basic research like the artificial pancreas. To take one
example of the societal impact of medical devices, an estimated 3 million people worldwide have implanted cardiac pacemakers (a heart rate adjustment
device), with 600,000 added annually. Clinical trials have presented evidence
that patients implanted with cardiac defibrillators (another heart rate adjustment device) have a mortality rate reduced by up to 31%. Implanted cardiac
pacemakers and defibrillators have approximately 80,000-100,000 lines of
software code which essentially makes all sensing, control and actuation decisions autonomously within the human body, over the 5-7 year device lifetime 1 . With the increasing complexity of combining hardware and software
in a large class of these life-saving technologies, there is an urgent need for
approaches to rigorously validate the device and therapy to be safe and efficacious.
1

Paul L. Jones. Senior Systems/Software Engineer, Office of Science and Engineering Laboratories, U. S. FDA. Personal communication, 2010.

3
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Diagnostic risk

Implantable
Pacemaker

Deep brain
stimulation

X-ray

Ultrasound

Thermometer

Hearing aids Infusion pump Artificial joint

Therapeutic risk
Figure 1.1: Current medical devices across a range of diagnostic and therapeutic

risk. Implantable software-controlled devices such as the pacemaker and defibrillator which operate in a closed-loop of sensing, control and actuation are amongst
the highest risk

The US Food and Drug Administration defines a medical device as an
instrument, apparatus, implement, machine, or implant which is:
• intended for use in the diagnosis of disease or other conditions, or in
the cure, mitigation, treatment, or prevention of disease, in humans or
other animals, or
• intended to affect the structure or any function of the human body or
other animals, and which does not achieve any of its primary intended
purposes through chemical action and which is not dependent upon
being metabolized for the achievement of any of its primary intended
purposes."
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Figure 1.2: Diagnostic-only and therapy-only devices do not interact with the patient

in direct closed-loop. The physician is responsible for the diagnostic and/or therapeutic decisions. However in closed-loop medical devices, the devices interact with
the patient in closed-loop and have to make therapeutic decisions based on their own
diagnosis.

In general, medical devices are categorized according to their risk factors
- Class I, Class II and Class III, corresponding to low-risk, medium-risk and
high-risk devices (Food and Administration [2014]). Fig. 1.1 gives an intuitive description of medical devices examples across a range of diagnostic
and therapeutic risk.

1.1

Closing the Device-Patient Loop

Medical devices operate across a range of invasiveness and intervention with
the patient in the loop. For diagnostic-only devices, like an X-ray machine,
the physician operates the device to obtain patient data. Upon interpretation
of the data, the physician performs diagnosis followed by delivery of proper
therapy to the patient (Fig. 1.2.(a)). For therapy-only devices, e.g. a drug infusion pump, the physician configures the device infrequently based on prior
diagnosis of the patient so the device executes the therapy on the patient
(Fig. 1.2.(b)). We denote these devices as Open-loop Medical Devices as
there is no direct feedback loop between the patient and the device. For openloop devices, the device operates under the supervision of professionallytrained physicians. The device’s safety is mostly determined by how accurately it provides information to the physicians or how faithfully it operates
as instructed by the physicians.
There is a class of devices with both diagnostic and therapeutic functions, i.e. implantable cardiac devices to treat cardiac arrhythmia, deep brain
stimulation devices (Coffey [2009]) to treat Parkinson’s disease and artificial

Full text available at: http://dx.doi.org/10.1561/1000000040
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pancreas to treat Type-1 diabetes. These devices capture and diagnose the
patient’s physiological conditions from sensory data, and deliver therapy in
response (Fig. 1.2.(c)). These devices usually operate (semi-) autonomously
with very little human intervention. Although therapies can be delivered more
timely with these devices, malfunctions or inappropriate therapies from these
devices also cannot be corrected timely, which can cause serious adverse effects on patients’ health. Therefore, these devices are usually classified into
the highest risk category and undergo the most stringent regulation. We denote them as Closed-loop Medical Devices.
There are multiple challenges to develop safe and effective closed-loop
medical devices:

1.1.1

Closed-loop Interactions with Complex Physiology

When using open-loop medical devices, the diagnosis and therapy decisions
are made by medical professionals, who have expert knowledge of human
physiology. Therefore they are able to identify adverse health conditions and
adjust the therapy accordingly. On the other hand, closed-loop medical devices have to make both the diagnosis and therapy decisions on their own.
The domain expertise required to make those decisions has to be programmed
into the device. It is impossible to encode all the knowledge of human physiology into the device. Therefore, for unanticipated physiological conditions,
when the appropriate response has not been programmed into the device, the
device may deliver inappropriate therapy which can have an adverse effect on
patient’s health.
Technological development of materials, sensors, embedded computing,
energy storage, communications and packaging usher new closed-loop therapies (e.g. deep brain stimulation). While the spectrum of closed-loop interactions between the device and the human physiology may not be fully understood, the challenge is to ensure the device never drives the patient into an adverse state under all physiological conditions. Furthermore, the incremental
addition of new therapies in legacy devices (e.g. cardiac rhythm therapy), may
result in conflicted diagnostics and behavior of the device for well-understood
behaviors and result in inappropriate and unsafe operations.

Full text available at: http://dx.doi.org/10.1561/1000000040
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Limited Diagnostic and Therapeutic Functions

One fundamental rationale behind closed-loop medical devices is to enable
patients to live their lives normally with limited explicit interaction with the
device, and also with minimal physician supervision. In fact, a large number
of closed-loop medical devices are autonomous implantable devices. As a result, the sensing and therapy capabilities of these devices are limited, in order
to minimize power consumption, heat dissipation and invasiveness. Limited
sensing capabilities, and hence limited observability, may cause misdiagnosis as the device may be unable to distinguish the source between two sensed
signals from different conditions that now seem similar and result inappropriate therapy. Due to limited therapeutic capabilities, there exists sub-optimal
physiological conditions that are untreatable. The device may even drive the
body to a less optimal state by over-treating the patient by preempting the
body’s natural response. In later chapters, we will describe examples in which
an untreatable condition is deteriorated into an adverse condition due to the
device interaction.

1.1.3

Software-related Medical Device Recalls

Due to the complexity of the diagnostic and therapeutic functions of the
closed-loop devices, these functions are mostly controlled by their software
components. Software embedded in a medical device, unlike electrical and
mechanical components, does not fail due to corrosion, fatigue or have statistical failures of subcomponents. Software failures are uniquely sourced in
the design and development of the system. According to the US Food and
Drug Administration, in 1996, 10% of all medical device recalls were caused
by software-related issues (Maisel et al. [2001]). This percentage rose to
an average of 15% of recalls from 2008 to 2012 (Fig. 1.3). Malfunctions
of closed-loop medical devices usually have severe consequences, which
will be categorized as Class I, meaning there is a “reasonable probability
that use of these products will cause serious adverse health consequences or
death.” (Food and Administration [2006], Zhang et al. [2015], Sandler et al.
[2010]).
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Software
change
control

Software
Design

Software
design
manufacturing
process

Sum

% of all
CDRH
recalls

2008

13

141

2

156

18.3%

2009

9

111

1

121

15.4%

2010

4

73

3

80

8.9%

2011

11

182

10

203

15.8%

2012

12

169

5

186

15.5%

Sum

49

676

21

746

15.1%

Figure 1.3: Medical device recalls due to software issues have risen from 10% in the

1990s to 1̃5% in the past decade (Food and Administration [2012])

1.2

Medical Device Regulation Efforts and Challenges

The medical device industry is regulated to ensure the safety of the patients
and the public. In the United States, the FDA is the primary regulatory authority responsible for assuring the safety, efficacy and security of patients
using medical devices. Based on the rationale that 1) manufacturers know
their devices better than the regulator, and 2) the variety of medical devices
requires a variety of approaches, it is the device manufacturers’ responsibility
to demonstrate the safety and efficacy of the medical devices. Manufacturers
are required to complete a pre-market submission before the devices can be
released to the market. The level of requirements for the submission is determined by the safety classification of the devices. A set of general guidelines
are recommended by the FDA (Food and Administration [1997, 2002, 2005])
which list the activities that need to be performed to ensure device safety.
In safety-critical industries such as automotive electronics, avionics and
nuclear systems, international standards are enforced for software system development, evaluation, manufacturing and post-market changes (Fürst et al.
[2009], Feiler et al. [2010]). This awareness is only beginning to enter the
medical device industry as compliance with international standards are "recommended" in the aforementioned guidelines (Jetley et al. [2006]) but the
burden of their interpretation and enforcement is on the device manufacturer.
The basic rationale behind these standards is that: if all the risks/hazards of
the device are identified and reasonably mitigated, and the device is developed with rigorous process, the device is reasonably safe.

Full text available at: http://dx.doi.org/10.1561/1000000040
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IEC 60601-1
Medical electrical equipment safety
ISO 14971
Application of
risk management

IEC 62304
Software
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life cycle

ISO 80002-1
Apply ISO 14971
to medical device
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Figure 1.4: International standards for medical device safety. These standards define
the required activities during the development process.

Fig. 1.4 describes the primary standards to ensure medical device safety
and their relationships. The IEC 60601 Medical Electrical Equipment - General requirements for basic safety and essential performance is a product
safety standard that all electronic medical devices must comply to. IEC 60324
specifies the processes and activities needed to perform during the software
development life cycle to ensure software safety.
Risk management is a core activity throughout the software development
life cycle. ISO 14971 is specified for the application of risk management
to medical devices. In addition, for each risk management activity of ISO
14971, ISO 80002-1 provides additional guidelines for the software component, which highlights and explains approaches to assuring that software
safety is adequately addressed.
1.2.1

Risk Management Challenges of Closed-loop Systems

While it is not normally possible to develop a device that is safe with a probability of 100% under all physiological and operating conditions, approaching
the problem along the lines of risk analysis, risk evaluation and risk control helps better address a “designed-for-safety" mindset. Fault Tree Analysis
(FTA) is a common tool in risk analysis in which hazards of the system are
first identified and the possible causes of the hazards are analyzed until the
initial faults are reached. Fig. 1.5.(a) demonstrate an example fault tree for

Full text available at: http://dx.doi.org/10.1561/1000000040
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Ventricular rate
faster than
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Car hit
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object around
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(a)

Brake
fail

Intrinsic
Ventricular
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too
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Ventricular rate
faster than
physiological need

Endless loop
Tachycardia

A-V synchrony
extends fast
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Retrograde
V-A
Conduction

(b)

Figure 1.5: Fault Tree Analysis (FTA) Examples. (a) FTA for a hazard for a car; (b)

FTA for a hazard in implantable pacemaker. The dashed line shows two mechanisms
that were not identified during hazard analysis but discovered in post-market studies.

automobile. FTA is very good at showing how resistant a system is to single
or multiple initiating faults. It is not good at finding all possible initiating
faults since causes are conjectured and analyzed manually.
In closed-loop medical devices, there may exist interactions between the
device and the patient that can cause certain hazard, but are unknown due
to limits in physiological knowledge, behavior not captured in patient trials
and the separation of the software development teams and the medical domain experts. Fig. 1.5.(b) describes an example fault tree for a hazard for an
implantable pacemaker. There are several causes for undesirable fast ventricular rate. The well-understood cause is the intrinsic ventricular tachycardia
(solid line). However, with pacemaker implanted, new mechanisms to cause
hazard are introduced into the closed-loop system, as illustrated by the two
branches with dotted lines. These two branches were not identified during the
initial fault tree analysis, and were only identified after the devices have been
released into the market, causing unnecessary adverse effects to the patients
Furman and Fisher [1982]. Risks identified at this late stage are also more
costly to fix, increasing the cost for device development.
After the fault tree has been constructed, probabilities for the initial faults
are analyzed bottom up to calculate the probability of each hazard. The tech-
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Severity I
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injury)

Severity II
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serious injury)

Severity III
Marginal
(inconvenience)

Severity IV
Negeligible

Frequent

1

3

7

13

Probable

2

5

9

16

Occasional

4

6

11

18

Remote

8

10

14

19
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12

15
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Hazard Risk Index

Acceptance Criteria

1 to 5

Unacceptable

6 to 9

Undesirable: Written and reviewed decision required

10 to 16

Acceptable upon completion of quality assurance review

17 to 20

Acceptable without review

Figure 1.6: Top table: Risk index according to occurrence and severity. Bottom table: Risk
control using risk index

nique is called Failure Mode and Effects Analysis (FMEA). Then the risks
are evaluated by assigning risk index to each hazard according to their occurrence and severity (Fig. 1.6). After the risks are evaluated, different activities
are required to mitigate the risks according to the risk index. The risks are
then be re-evaluated to calculate the residual risk and analyze the risk/benefit. This is part of the risk control process. FMEA is good at exhaustively
cataloging initiating faults, and identifying their local effects. It is not good
at examining multiple failures or their effects at a system level.
1.2.2

Pre-Market Evaluation with Clinical Trials

Regardless of how rigorous the risk management and the device development
process are, the devices have to be able to achieve their design goal on the
real patient, which can only be evaluated within its physiological environment. Devices that have high risk factors, including the closed-loop medical
devices, are required to submit clinical evidence for their safety and efficacy,
often in form of clinical trials. In clinical trials, the devices are used on a preselected population of patients following carefully-designed protocols. The
goal of a medical trial, in part, is to obtain unambiguous results for the pri-

Full text available at: http://dx.doi.org/10.1561/1000000040
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mary question of the trial which can support the safety and/or efficacy of the
devices. However, conducting clinical trials is very time consuming and expensive, and risks found during clinical trials are very expensive to fix (U. S.
Food and Drug Administration [2013]).
To address this safety gap between ensuring the device satisfies its therapeutic requirements with the patient-in-the-loop and testing its software specifications, new approaches for closed-loop validation of the device software
within the physiological context are needed - this is the primary focus of this
article.

1.3

Model-based design to improve medical device safety

With the deluge of software-based closed-loop medical devices in the coming
years, relying on clinical trials as the only closed-loop evaluation method to
identify risks rooted in device software is not scalable. Model-based design
and virtual integration have been proposed and applied in other industries like
automotive and avionics (Fürst et al. [2009], Feiler et al. [2010]), and can potentially help during the development process and provide extra confidence
to the device before conducting clinical trials. However, unlike man-made
systems like automobiles and aircrafts, physiological systems are less understood with larger variations for the type and degree of patient conditions. The
lack of faithful models of physiological environment of the closed-loop medical devices is one of the reason that model-based design is not well-adopted
in the medical device industry.
As computational models of human physiology are developed, they can
be used to interact with closed-loop medical devices or their models. The
FDA is starting to recognize in-silico modeling and simulation as regulatorygrade evidence for device safety and efficacy. For example, Ghorbani and
Bogdan [2013] developed glucose-insulin models that can be used to evaluate control algorithms for artificial pancreas devices which can sense blood
glucose and deliver insulin. Simulation results with the models have been
recognized by FDA to replace animal trials, in part, which significantly reduced cost (B. P. Kovatchev and M. Breton and C. Dalla Man and C. Cobelli [2009]). With the increasing interest and recognition from the regulators, computer models and simulations are expected to play bigger role as as
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Figure 1.7: Percentage of computer simulation is expected to increase as safety and

effectiveness evidence of medical devices

“regulatory-grade evidence" evidence in the development of future closedloop medical devices (Fig. 1.7).

1.4

Contributions

In this article, we use an implantable cardiac pacemaker as a working example to demonstrate how model-based design can help improve the safety and
efficacy medical device software. We demonstrate the application of modelbased design in several design activities during the development process,
from the perspective of the manufacturer’s design validation team. We assume
availability of design artifacts including pacemaker design and physiological
requirements. By demonstrating the process of developing verified models to
generate verified code, the results of our model-based closed-loop evaluation
should be able to support the device’s safety and efficacy requirements during
the regulation process.
Our proposed model-driven design for closed-loop medical devices
(Fig. 1.8) begins with developing heart models that can interact with real and
modeled pacemakers (Jiang et al. [2012a]). In Chapter 2, we introduce our
heart models for closed-loop model checking and testing of implantable cardiac devices, and the rationale for the difference between heart models used
in these two applications. For closed-loop evaluation, the heart models have
to be able to represent and respond under different physiological conditions.
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Figure 1.8: Model-driven design for verified models to verified code for the closed-

loop heart and pacemaker system

The heart models are available in different formalisms to interact with the
pacemaker design in closed-loop across different design stages. In Chapter 3,
we validate the heart models and discuss how to identify model parameters
from patient data so that the heart model can represent different physiological
conditions.
In Chapter 4, we introduce the pacemaker software specification which
is referenced from a dual chamber pacemaker design from Boston Scientific (Boston Scientific Corporation [2007b]). The software specification is converted to an abstract formalism called Timed Automata (Alur
and Dill [1994]). The timed automata model of the pacemaker will be
the starting point for our model-based analysis and implementation. In
Chapter 5, we identify two basic hazards for pacemaker and use the UPPAAL model checker (Larsen et al. [1997]) to evaluate whether the hazards have been reasonably mitigated. With the help of heart models introduced in Chapter 2, we are able to cover the closed-loop behaviors of
large variety of heart conditions so that we can evaluate whether there exists any known and even unknown mechanism to induce hazards (Jiang
et al. [2014]). Pacemaker and heart models used in model-checking are abstract as model checkers do not scale well with increased model complexity.
So complex dynamics of the heart and pacemaker are not captured at this
stage.
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In Chapter 6, we describe the development of an automatic model translation procedure to translate models from UPPAAL to Stateflow (Inc. [2016])
to ensures that abstract models used for verification over-approximate the
more detailed models used downstream (Pajic et al. [2012]). The Stateflow
model of the pacemaker is then evaluated with heart models with relatively
complex dynamics (Jiang et al. [2010], Jiang and Mangharam [2011], Jiang
et al. [2011]). Once the detailed models pass simulation-based testing with
closed-loop dynamics, they are automatically generated into code and are
subject to platform-level integration testing (Jiang and Mangharam [2016]).
This model-driven design approach ensures the closed-loop safety properties
are retained through the design toolchain and facilitates the development of
verified software from verified models.

1.5

Useful terminologies for often misinterpreted terms

Ensuring the safety of complex medical devices has drawn interest not only
from stakeholders like regulators and industries, but also medical professionals and academia. Different communities have different interpretations
over certain terminologies, often causing misunderstandings. In this paper
we adopt the terminologies from the regulation perspective, so that the results
we have fit into the regulation framework. Most of the definitions are referred
from the FDA guideline document General Principles of Software Validation
(Food and Administration [2002]). Below are several terminologies that we
use throughout the paper which worth clarifying.
1.5.1

Requirements vs. Specifications

By the definition of FDA (Food and Administration [2005]), the requirements
of a system describe what the system should achieve and the specifications
of a system describe how the system is designed to satisfy the requirements.
For example, a requirement for an autonomous car is "The car should not hit
objects". The corresponding specification can be "brake if the speed of the car
is greater than x and the distance to the object is less than y". We can see that
a car satisfying its specification may not satisfy the requirement (e.g. when
the car is driving too fast or the obstacle pops up right in front of the car). In
this paper, we use the word requirement in particular to denote the intended
uses of the medical devices to improve physiological conditions.
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Figure 1.9: Validation activities during the software development life cycle (D A. Vogel
[2011])

1.5.2

Validation vs. Verification vs. Testing

As defined in Food and Administration [2002], software validation is the confirmation by examination and provision of objective evidence that:
1. software specifications conform to user needs and intended uses, and
2. the particular requirements implemented through software can be consistently fulfilled
The first aspect ensures the device is safe and effective. The second aspect
maintains the traceability of requirements throughout the development life
cycle. Software verification fulfills the second aspect of software validation
by "providing objective evidence that the design outputs of a particular phase
of the software development life cycle meet all of the specified requirements
for that phase. "
Testing is the technique that can be used for validation and/or verification. Fig. 1.9 illustrates the relationship between validation, verification and
testing, and different activities during the software development life cycle to
ensure the safety and effectiveness of the software.
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Closed-loop vs. Open-loop Evaluation

In open-loop evaluation, i.e. open-loop testing, input sequences are send to
the system and system outputs are compared with expected outputs. In openloop testing, the system outputs do not affect the inputs afterward. In closedloop evaluation, the environment of the system is taken into account. System
outputs affect the state of the environment and thus affect the input sequences.
For closed-loop medical devices, clinical trials are currently the most common closed-loop evaluation method. Enable closed-loop evaluation at model
level requires models of the environment, which is human physiology for
closed-loop medical devices.
Closed-loop evaluation accomplishes two goals in model-based design:
1) It enforces environmental constraints so that the test space is smaller and
the test cases have physiological relevance. 2) Execution traces can be better
interpreted as the physiological models encode domain knowledge.
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