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type that is consistently increasing year to year in frequency is [human]
error.” (Verizon, 2020). The 2022 version of that report estimated that
the “human element” drove 82% of the 5212 breaches studied (Verizon,

2022). Unsurprisin%l prior work has found that the S&P behaviors

: gly, ‘
%’ﬁghs}ez%ip% Usl ‘%’é%é%r’ﬁ’é%f&d giyﬂy thinly overlap with the behaviors that
ubtishers Inc.
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pepBl fiogl important and adopt (Ion et al., 2015; Busse et al., 2019).
Hanqvhe Mpsl8839f enough people employed basic, expert-recommended
Hnétted 2805 _ c.g.. keeping one’s software up-to-date, using multi-
U R 451008 KOCPINE P ) USINg
WMMMEMG&B on important accounts, using a password manager
solasiinerepthbisheliadola use of strong, random passwords unique for each

odivdelnal-acaonartca the cybercrime industry would be hamstrung. The

voutd sblitheys Meacks would be substantially increased, shifting economic

g%%gl%ﬁ%\}%zn%nd would likely reduce the prevalence of all but the most

sopINsticateds targeted attacks. Yet, despite decades of improvements
HolthdugaBilibp7df S&P systems, end-users still struggle with adopting
Txp grefsecnainerdedrabiP patNdsaodngdeed, as of early 2018, fewer than

L0%.01.Gaogls accopm, holgers had copalled infwafaciop anshentications

andl BedaaStinl PrivadyGaagecuseys vsuseddhien; ppcaunt3passwords (Milka,
2HR) o RecentoB e surveys found that only 12% of Internet users in
©€h2022.S. Nse gagsword managers and only 44% immediately update the
operating system on their mobile phones (Olmstead and Smith, 2017).
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fgchnologies that can significantly reduqe these damages, as summarized
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(see Section 2).

We found that there are three key inhibitory barriers to pro-S&P
behaviors: awareness, motivation, and ability (see Section 3). First,

many consumers are unaware of S&P threats that may be pertinent

blished, sold.and distributed by: .
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werscadlNdaen “Seguaity and Privacy Acceptance Framework” (SPAF).
BfoPbbishaxddpess one or more of these inhibitory barriers can be said
gg&%ﬁ%e%%&acceptance of expert-recommended (pro-)S&P behaviors;
effontsthbatngs intentionally or not — exacerbate these barriers can be
dald-H¥l-deerbisy dcceptance of pro-S&P behaviors.

The Yeferesdtckaiawod thhepexisting hody of work in human-centered

Ssehaimed o increpsing epdussaasssRianssof rorss P haviars dsse
Sedtivends®-in pavhigudarlBdauthe usablaprivacypand sacaoity, behavioral

PEAROWHES, dwanr¢qmputer interaction, and social psychology domains.
@Jehzg $heaSPAF as a lens, we then critically analyzed why, despite
decades of improvements to the usability of end-user S&P systems,
widespread acceptance of pro-S&P behaviors remains relatively low
(see Section 5). Specifically, we argue that while many existing inter-
xintons.havs keen, shoyn to.bg slictive.af addressing one.or more of
theabanitiedé mmvthen SPH Enythers, meehralativedty cfovindnervartiondething

without prior written permission of the publishers.

target all barriers at once. Integrative approaches that target awareness
Photocopying. In the USA: This journal isTegistered at the Copyright Clearance Center, Inc., 222

Rvebivad iotive abehalsility abasnaeetanezdikelw toobeoporensifectiveaodriving
use, or the internal or personal use of specijfic clients, is nted by now Publishers Inc for users
eagfiraﬂ&emalcee@@a@e@mn&a&i@@@@mqém@—%&ﬁeb@bﬁv&o&&r:ﬂa sonclude
he int t ats . ight.c . .
v Synithésizing ‘Promising trends and directions for future work (also
Sjé those opganizations that have been granted a photocopy license, a separate system of payment
G Qrpahg'inged. Authorization does not extend to other kinds of copying, such as that for

for v e VRIS A R S DT PR b S A i
SP. Bedtaviols ‘tlay rotver fsers abaingtHird:patty k. HitbrBersoral

871 0245; www.nowpublishers.com; sales@nowptrblishers.com

Shreplnlten, mpking the assymption that, a, firstparty, servige provider

now ers as a exclusive se to pu thlS materia. ermaission
amdiditrustod myebackiaowd dibge thh atpgeghiritynmiidiqori Ve @nﬂziaﬂ@mg
Publishers, PO Box 179, 2600 AD Delft; The Netherlands,” www.nowpublishers.com; e-mail:

beshealomlso be used to protect oneself against first-party and



Full text available at: http://dx.doi.org/10.1561/3300000026

6 Introduction

FoundatiohsaanduTrends®timRrivacyandiSeclrity is
less straightforward from the perspective of end-user action — indeed,
placing the onus strictly on end-users is a problematic approach. For
these situations, there may be a stronger need for regulation of bad-faith
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