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Abstract

Many tasks in computer systems could be abstracted as distributing
items into buckets, so that the allocation of items across buckets is as
balanced as possible, and furthermore, given an item’s identifier it is
possible to determine quickly to which bucket it was assigned. A canon-
ical example is a dictionary data structure, where ‘items’ stands for
key-value pairs and ‘buckets’ for memory locations. Another example
is a distributed key-value store, where the buckets represent locations
in disk or even whole servers. A third example may be a distributed
execution engine where items represent processes and buckets compute
devices, and so on. A common technique in this domain is the use of
a hash-function that maps an item into a relatively short fixed length
string. The hash function is then used in some way to associate the
item to its bucket. The use of a hash function is typically the first step
in the solution and additional algorithmic ideas are required to deal
with collisions and the imbalance of hash values. In this monograph we
survey some of these techniques. We focus on multiple choice schemes
where items are placed into buckets via the use of several indepen-
dent hash functions, and typically an item is placed at the least loaded
bucket at the time of placement. We analyze the distributions obtained
in detail, and show how these ideas could be used to design basic data
structures. With respect to data structures we focus on dictionaries,
presenting linear probing, cuckoo hashing and many of their variants.

U. Wieder. Hashing, Load Balancing and Multiple Choice. Foundations and
Trends® in Theoretical Computer Science, vol. 12, no. 3, pp. 275-378, 2016.
DOI: 10.1561,/0400000070.
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1

Introduction

‘Load Balancing’ is a generic name given to a variety of algorithmic
problems where a set of items need to be partitioned across buckets, so
that the load of each bucket, however defined, is approximately evenly
distributed. Phrased in such general terms, the task of load balancing
is one of the most fundamental and commonly addressed algorithmic
challenges. Typical applications include storage systems where buckets
are disks and items files or blocks, data structures where buckets are
memory locations and items are keys or distributed execution engines
where buckets are servers and items are processes, etc..

This monograph presents some of the basic algorithmic ideas that
underpin many of the practical and theoretically interesting approaches
for this problem. The most basic building block is a hash function which
maps the domain of items into the set of buckets. The hash function
is sampled from some family and thus in effect is assumed to be ‘ran-
dom’ in some precise way. For instance, if the hash function is sampled
uniformly from the set of all possible mappings of items to buckets,
then each item is mapped in effect to a uniformly sampled bucket, and
the mapping of each item is independent of all other items. In this
case the number of items mapped to a given item has the Binomial
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distribution and bounds on the maximum load could be understood by
a fairly standard analysis of the tail of the Binomial distribution (see
Section .

The first half of this monograph focuses on an algorithmic schema
called the multiple-choice scheme, named this way because it employs
the use of multiple hash functions. On a high level, when there are
multiple hash functions each item is mapped to multiple buckets and
therefore the algorithm designer has freedom to choose in which of
those the item would reside. It turns out that this freedom allows for
algorithms which obtain allocations that are much more balanced then
that obtained by a single hash function. We will present the main al-
gorithmic ideas and the main mathematical tools that are used for
proving bounds on the allocations these algorithms produce. We will
see that the analysis is robust to variations in the basic model which in
our view explains the effectiveness of these algorithms in practical ap-
plications. Our starting point is the simple balls-into-bins model which
was essentially presented above but is put forth more formally in Sec-
tion Throughout Sections [ we examine in detail multiple
choice techniques.

The key takeaways a reader should obtain are a familiarity with
two powerful proof techniques - the layered induction approach (Sec-
tion [3) and the potential function based argument (Section . These
two proof techniques are quite robust and are typically used also for
variations over the basic model. A prime example is the Left[d] process,
see Section

In the second half of the monograph we focus on the dictionary data
structure. A dictionary is a fundamental and widely used abstract data
structure that supports insertions, deletions and lookups of items. It
turns out that efficient implementations of dictionaries borrow substan-
tially from the theory of load balancing algorithms, most notably in a
scheme called cuckoo-hashing which we present along with many of its
variants in Section [5} Finally we discuss the linear probing dictionary,
which while not a part of the multiple-choice schema is commonly used
and fast in practice.
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4 Introduction

1.1 The balls-into-bins model

A common framework for reasoning about load balancing processes
is that of ‘balls’ and ‘bins’ where balls represent the demand (keys,
processes, files etc..) and ‘bins’ represent the supply of resources (table
slots, servers, storage units etc..). Throughout this monograph we use
the terms buckets and bins as well as items and balls interchangeably.

In this setting we have m balls that are thrown into n bins, typ-
ically sequentially according to some allocation rule. The goal is to
understand the allocation of balls into bins at the end of the process,
usually bounding the load (=number of balls) in the most loaded bin.
In this model balls are assigned to bins via one or more hash functions.
These are functions that map a ball’s unique i.d. (typically implicit in
the model) to the set of bins, typically numbered 1...n. Using a hash
function to map a bin to a ball, as opposed to simply drawing a bin at
random, is useful in the common case where at some subsequent time,
a ball’s location needs to be recovered from its i.d..

The Random Hashing Assumption Throughout most of the mono-
graph we make the assumption that the hash functions we use are fully
random. That is, h(ball.id) is a uniformly sampled bin, independent
of h(-) for all other balls. Another way of saying it is that the family
of functions H from which A is uniformly sampled is the family of all
functions from the universe of bin i.d’s to the set of bins. Further, we
ignore the time it takes to compute h and the space it takes to store it.
This assumption allows us to focus on the probabilistic properties of
the allocation while ignoring the details of specifying and evaluating an
explicit function. In fact, under this assumption, when describing an al-
gorithm, it is sometimes convenient to suppress the existence of a hash
function altogether, and just assume that each item ‘samples’ a bin in
a uniform and independent manner. In practice however a specific and
explicit hash function has to be implemented, and one has to take into
account not only the probabilistic properties of the hash function but
also the space required to store it and the time required to compute
it. One can quickly observe that a fully random hash function is too
expensive to implement in realistic scenarios, as its complexity would
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dominate the algorithm it serves. A vast body of work is dedicated to
removing this assumption and exploring time/space/randomness trade-
offs, often for specific applications. The starting point of this line of
research is the seminal work of Carter and Wegman [24] on universal
hashing. In this monograph we typically stick with the random hashing
assumptions, but for further reading see Section [5.5)

1.2 The Dictionary Data Structure

A dictionary is a data structure that stores key,value pairs and sup-
ports the operations of insert(key,value), delete(key) and lookup(key).
It is one of the oldest and most widely used data structures, already
implemented in the 50’s c.f [46, 92]. Numerous implementations exist
in essentially all standard libraries. There are many possible ways to
implement dictionaries with different algorithmic ideas, and we review
some of them in depth in Section but as a primer consider the
most basic design called a simple chained hash table. The idea is to
use a hash function h, that maps the domain of keys to the set [n].
An array A of length n is allocated. Ideally we would like the insertion
procedure of a key-value pair (k,v) to simply place (k,v) in A[h(k)].
This is not attainable since more than one key may be mapped to the
same index in the array, a phenomena known as hash collisions. In the
simple chaining hash table the issue is resolved by having each element
of the array be a head pointer of a linked list which connects all the
items mapped to that index of the array. Now the insertion procedure
places the pair (k,v) in the linked list starting at A[h(k)]. Similarly,
the procedure lookup(k) searches for the key k in the same linked list.

There may be different ways to perform the actual insertion to the
list, but either way the running time of the lookup operation may be
as large as the number of items mapped to each index of the array; i.e.,
to the maximal length of the linked lists. Bounding the length of the
lists falls neatly within the balls-into-bins model and is the topic of the
next section.
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