
The Foundations for

Provenance on the Web

Full text available at: http://dx.doi.org/10.1561/1800000010



The Foundations for
Provenance on the Web

Luc Moreau

University of Southampton
UK

L.Moreau@ecs.soton.ac.uk

Boston – Delft

Full text available at: http://dx.doi.org/10.1561/1800000010



Foundations and Trends R© in
Web Science

Published, sold and distributed by:
now Publishers Inc.
PO Box 1024
Hanover, MA 02339
USA
Tel. +1-781-985-4510
www.nowpublishers.com
sales@nowpublishers.com

Outside North America:
now Publishers Inc.
PO Box 179
2600 AD Delft
The Netherlands
Tel. +31-6-51115274

The preferred citation for this publication is L. Moreau, The Foundations for Prove-

nance on the Web, Foundation and Trends R© in Web Science, vol 2, nos 2–3,
pp 99–241, 2010

ISBN: 978-1-60198-386-2
c© 2010 L. Moreau

All rights reserved. No part of this publication may be reproduced, stored in a retrieval
system, or transmitted in any form or by any means, mechanical, photocopying, recording
or otherwise, without prior written permission of the publishers.

Photocopying. In the USA: This journal is registered at the Copyright Clearance Cen-
ter, Inc., 222 Rosewood Drive, Danvers, MA 01923. Authorization to photocopy items for
internal or personal use, or the internal or personal use of specific clients, is granted by
now Publishers Inc. for users registered with the Copyright Clearance Center (CCC). The
‘services’ for users can be found on the internet at: www.copyright.com

For those organizations that have been granted a photocopy license, a separate system
of payment has been arranged. Authorization does not extend to other kinds of copy-
ing, such as that for general distribution, for advertising or promotional purposes, for
creating new collective works, or for resale. In the rest of the world: Permission to pho-
tocopy must be obtained from the copyright owner. Please apply to now Publishers Inc.,
PO Box 1024, Hanover, MA 02339, USA; Tel. +1-781-871-0245; www.nowpublishers.com;
sales@nowpublishers.com

now Publishers Inc. has an exclusive license to publish this material worldwide. Permission
to use this content must be obtained from the copyright license holder. Please apply to now
Publishers, PO Box 179, 2600 AD Delft, The Netherlands, www.nowpublishers.com; e-mail:
sales@nowpublishers.com

Full text available at: http://dx.doi.org/10.1561/1800000010



Foundations and Trends R© in
Web Science

Volume 2 Issues 2–3, 2010

Editorial Board

Editor-in-Chief:
Wendy Hall
University of Southampton
wh@ecs.soton.ac.uk
Nigel Shadbolt
University of Southampton
nrs@ecs.soton.ac.uk

Editors
Tim Berners-Lee (MIT)
Lorrie Cranor (Carnegie Mellon University)
Dieter Fensel (DERI)
Carole Goble (University of Manchester)
Pat Hayes (IHMC)
James Hendler (University of Maryland)
Arun Iyengar (IBM Research)
Craig Knoblock (USC)
Ora Lassila (Nokia Research)
Cathy Marshall (Microsoft)
Ben Shneiderman (University of Maryland)
Danny Weitzner (MIT)
Yorick Wilks (University of Oxford)

Full text available at: http://dx.doi.org/10.1561/1800000010



Editorial Scope

Foundations and Trends R© in Web Science will publish survey
and tutorial articles in the following topics:

• Agents and the Semantic Web

• Content Management

• Databases on the Web

• Data Mining

• Dependability

• Emergent behaviour

• Human-Computer Interaction

• Hypertext/hypermedia

• Languages on the Web

• Mobile/pervasive

• Multimedia

• Network infrastructures

• Performance

• Scalability

• Security

• Semantic Web — metadata,
ontologies

• Standards

• Trust and Provenance (Policy)

• Universal Usability

• User Interfaces

• Web Searching/Information
Retrieval

• Web Services

Information for Librarians
Foundations and Trends R© in Web Science, 2010, Volume 2, 4 issues. ISSN
paper version 1555-077X. ISSN online version 1555-0788. Also available as a
combined paper and online subscription.

Full text available at: http://dx.doi.org/10.1561/1800000010



Foundations and Trends R© in
Web Science

Vol. 2, Nos. 2–3 (2010) 99–241
c© 2010 L. Moreau

DOI: 10.1561/1800000010

The Foundations for Provenance on the Web

Luc Moreau

University of Southampton, UK, L.Moreau@ecs.soton.ac.uk

Abstract

Provenance, i.e., the origin or source of something, is becoming an
important concern, since it offers the means to verify data products,
to infer their quality, to analyse the processes that led to them, and to
decide whether they can be trusted. For instance, provenance enables
the reproducibility of scientific results; provenance is necessary to track
attribution and credit in curated databases; and, it is essential for rea-
soners to make trust judgements about the information they use over
the Semantic Web.

As the Web allows information sharing, discovery, aggregation,
filtering and flow in an unprecedented manner, it also becomes very
difficult to identify, reliably, the original source that produced an infor-
mation item on the Web. Since the emerging use of provenance in niche
applications is undoubtedly demonstrating the benefits of provenance,
this monograph contends that provenance can and should reliably be
tracked and exploited on the Web, and investigates the necessary foun-
dations to achieve such a vision.

Multiple data sources have been used to compile the largest bib-
liographical database on provenance so far. This large corpus permits
the analysis of emerging trends in the research community. Specifi-
cally, the CiteSpace tool identifies clusters of papers that constitute
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research fronts, from which characteristics are extracted to structure a
foundational framework for provenance on the Web. Such an endeav-
our requires a multi-disciplinary approach, since it requires contri-
butions from many computer science sub-disciplines, but also other
non-technical fields given the human challenge that is anticipated.

To develop such a vision, it is necessary to provide a definition of
provenance that applies to the Web context. A conceptual definition of
provenance is expressed in terms of processes, and is shown to generalise
various definitions of provenance commonly encountered. Furthermore,
by bringing realistic distributed systems assumptions, this definition is
refined as a query over assertions made by applications.

Given that the majority of work on provenance has been under-
taken by the database, workflow and e-science communities, some of
their work is reviewed, contrasting approaches, and focusing on impor-
tant topics believed to be crucial for bringing provenance to the Web,
such as abstraction, collections, storage, queries, workflow evolution,
semantics and activities involving human interactions.

However, provenance approaches developed in the context of
databases and workflows essentially deal with closed systems. By that,
it is meant that workflow or database management systems are in full
control of the data they manage, and track their provenance within
their own scope, but not beyond. In the context of the Web, a broader
approach is required by which chunks of provenance representation can
be brought together to describe the provenance of information flowing
across multiple systems. For this purpose, this monograph puts for-
ward the Open Provenance Vision, which is an approach that consists
of controlled vocabulary, serialisation formats and interfaces to allow
the provenance of individual systems to be expressed, connected in a
coherent fashion, and queried seamlessly. In this context, the Open
Provenance Model is an emerging community-driven representation of
provenance, which has been actively used by some 20 teams to exchange
provenance information, in line with the Open Provenance Vision.

After identifying an open approach and a model for provenance,
techniques to expose provenance over the Web are investigated. In par-
ticular, Semantic Web technologies are discussed since they have been
successfully exploited to express, query and reason over provenance.
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Symmetrically, Semantic Web technologies such as RDF, underpinning
the Linked Data effort, are analysed since they offer their own difficul-
ties with respect to provenance.

A powerful argument for provenance is that it can help make sys-
tems transparent, so that it becomes possible to determine whether a
particular use of information is appropriate under a set of rules. Such
capability helps make systems and information accountable. To offer
accountability, provenance itself must be authentic, and rely on secu-
rity approaches, which are described in the monograph. This is then
followed by systems where provenance is the basis of an auditing mech-
anism to check past processes against rules or regulations. In practice,
not all users want to check and audit provenance, instead, they may
rely on measures of quality or trust; hence, emerging provenance-based
approaches to compute trust and quality of data are reviewed.
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1

Introduction

Provenance, i.e., the origin or source of something, is becoming an
important concern for several research communities in computer sci-
ence, since it offers the means to verify data products, to infer their
quality, to analyse the processes that led to them, and to decide whether
they can be trusted. In fact, provenance is an intrinsic property of data,
which gives data value, when accurately captured. To motivate the
need for provenance, its potential benefits are reviewed in several con-
texts: e-science, curated databases and Semantic Web. Furthermore,
the provenance philosophy is showed not to be restricted to data in
computer systems, but also to apply to real-life artefacts, such as
ingredients in the food industry, parts in manufacturing and works of
art (Section 1.1). Building on theoretical and practical results related
to provenance, a new multi-disciplinary perspective of provenance is
proposed, so that it can be developed on the Web (Section 1.2). A
bibliography-based methodology, capable of identifying trends in the
provenance research community, is outlined; the results of this analysis
are used to structure a vision of provenance on the Web (Section 1.3).

1
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2 Introduction

1.1 Drivers for Provenance

As the e-science vision becomes reality [155, 156], researchers in the sci-
entific community are increasingly perceived as providers of online data,
which take the form of raw data sets from sensors and instruments, data
products produced by workflow-based intensive computations [122], or
databases resulting from sophisticated curation [39]. While science is
becoming computation and data intensive, the fundamental tenet of
the scientific method remains unchanged: experimental results need to
be reproducible. In contrast to a workflow, which can be viewed as a
recipe that can be applied in the future, provenance is regarded as the
equivalent of a logbook, capturing all the steps that were involved in
the actual derivation of a result, and which could be used to replay the
execution that led to that result so as to validate it.

Curated databases typically represent the efforts of a dedicated
group of people to produce a definitive description of some subject
area [39]. They cover a vast range of application domains from Swiss-
Prot,1 which is a protein knowledgebase that is manually annotated and
reviewed, to Wikipedia,2 a crowd-sourced encyclopaedia, with increas-
ingly sophisticated editorial processes. Such databases are generally
published on the Web; and they are heavily cross-referenced with, and
include data from, other databases. Curated databases therefore bring
out the problem of attribution (who initially created a description), and
raise questions about the source, or provenance, of such descriptions
(where were descriptions initially published).

Meanwhile, the Web has evolved into a network of blogs, informa-
tion portals and social bookmarking services which provide automated
feeds between subscribers. As the Web allows information sharing, dis-
covery, aggregation, filtering and flow in an unprecedented manner, it
also becomes very difficult to identify, reliably, the original source that
produced an information item on the Web. Without knowing the prove-
nance of information, information services may not be able to undertake
the necessary due diligence about their content, they may be the sub-
ject of fraud or spam, and overall they may be judged as unreliable.

1 www.uniprot.org.
2 www.wikipedia.org.
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1.1 Drivers for Provenance 3

Provenance is in fact identified as one of the many salient factors that
affect how users determine trust in content provided by Web infor-
mation sources [121]. This view is echoed by Lynch [178], who argues
that among the consequences of this shift to new highly distributed
dissemination systems, will be a new emphasis on the provenance of
data and metadata, and the need for information retrieval systems to
permit users to factor in trust preferences about this information.

Where the Web originally consisted largely of documents intended
to be read by humans, the Semantic Web [21] envisions a Web of infor-
mation and knowledge processable by computer systems which under-
take automated reasoning. Central to this effort are RDF [169] and
OWL [90], the frameworks in which to express metadata, vocabular-
ies and perform associated reasoning. This vision is being deployed by
means of Linked Data [25, 243], an information space in which data is
being enriched by typed links expressed in RDF [169], cross-referencing
data sets, in a machine-processable fashion. Given the possibility for
anybody (or system) to publish sets of Linked Data that refer to oth-
ers, reasoners will need explicit representations of provenance informa-
tion in order to make trust judgements about the information they
use [274].

The issue of provenance is in no way limited to data, information
or knowledge. It also applies to physical artefacts, for example in the
food industry. From wine to meat, from dairy products to whisky, and
from coffee to vegetables, the food industry is very keen to be able
to demonstrate the origin of the ingredients consumers purchase and
eat. Understanding the provenance of food, i.e., its origin, how it is
produced, transported, and delivered to consumers, is turned into a
competitive advantage by the food industry, since it allows it to demon-
strate quality (in taste, in carbon footprint, or in ethics). Furthermore,
across the world, governments and associated regulatory authorities
are interested in food safety, and typically require the traceability of
food. Likewise, manufacturers focus on compliance and traceability ini-
tiatives for a variety of reasons. Understanding past processes is crit-
ical to discover bottlenecks, inefficiencies, wastage, and learn how to
improve them. Exact traceability is essential to manage product recalls
efficiently and minimise their economic impact. Similar to the food
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4 Introduction

industry, provenance of products is used to build customer trust. And
of course, in the context of art, the provenance of art objects is so
important that available evidence is typically produced before auctions
in order to maximise the price obtained for these objects.

1.2 Provenance for Web Science

Web science is the emerging interdisciplinary field that aims to under-
stand the Web, engineer its future and ensure its social benefit [20]. In
the context of Web science, trust is recognised as one of the important
concerns associated with the Web [128]: there is a broad consensus that
trust in content could be derived if the transformations and derivations
that resulted in such content are known. Hence, given that the Web cur-
rently provides little support for provenance, the topic of provenance
is becoming recognised as an important subject of investigation [243]
in this context.

Like Web science, there is a multidisciplinary facet to provenance.
First, within computer science, multiple sub-disciplines are involved
including database, systems, eScience, grid, Semantic Web, and secu-
rity. Second, provenance can be exploited to provide new services to the
scientific community, businesses, and all Web users. It has the poten-
tial to make systems more transparent, and therefore auditable. As
a result, it is a strong contender technology to underpin information
accountability [281]. While it can be used to perform compliance checks
(such as conformance to process or checking that terms of data licensing
are met), it also raises issues related to privacy. Thus, societal, legal,
and business perspectives on provenance could potentially have a wide
impact on its use on the Web.

The aim of this monograph is to survey the technical aspects of
provenance that are relevant to Web science, but also to draw atten-
tion to the potential multidisciplinary opportunities that they bring.
Provenance, as a technical subject of study, is by no means a green
field. The oldest publications discussed in this survey dates back to
the late 1980s. Importantly, the interest of provenance has been grow-
ing dramatically, as illustrated by the number of publications on the
topic (see Figure 2.1, page 9, to be discussed in the next chapter). Over
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1.3 A Web Science View of Provenance 5

400 publications on provenance have been identified, 200 of which have
been published over the last two years.

Several surveys already exist, but, to some extent, work has so
far been broadly surveyed on a per discipline basis, as illustrated by
Simmhan et al.’s review of provenance in e-Science [248], Bose and
Frew’s survey of provenance for scientific processing [30], Cheney et al.’s
survey of database provenance [67], and Glavic and Dittrich’s classifica-
tion of approaches [125]. This monograph aims to break such silos, and
tries to investigate cross-cutting concerns that are relevant to providing
provenance of information on the Web.

In fact, society is now at a turning point since it is presented with a
unique opportunity, which will require social and technical changes: it
is the author’s belief that society can and should reliably track and
exploit the provenance of information on the Web. To achieve this
vision, the research output from all disciplines investigating provenance
should be integrated into a coherent approach, for which a founda-
tional framework is proposed here. For instance, the work undertaken
by the workflow community on provenance is very relevant to the flow
of information that is becoming commonplace on the Web, since it can
help track provenance as information flows through distributed ser-
vices. Given that much of the data available on the Web is actually
stored in databases, provenance research in the context of databases is
essential, since it tracks provenance as data changes within databases.
The work focusing on making provenance secure and non-forgeable is
also relevant to the goal of reliably tracking information on the Web.

1.3 A Web Science View of Provenance

Having compiled the most extensive bibliography on provenance so far,
developments in Web science provide tools and techniques to analyze
this research topic. Simple metrics such as citation count can help iden-
tify the most popular papers. However, citation analysis can help gain
a deeper insight into the different subfields of this subject of study.
Using clustering techniques, emerging research fronts dealing with dif-
ferent concerns can be identified; using tag clouds [13], these concerns
can be summarised in a visual manner.
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6 Introduction

This monograph is structured as follows. Section 2 undertakes an
analysis of the provenance literature, discusses key topics of interest
and identifies landmark papers. Section 3 discusses a broad defini-
tion of provenance that would apply to the Web and compares it with
various alternative definitions that are recast in a Web context. Sec-
tion 4 contrasts the work undertaken by the workflows and databases,
which have traditionally studied provenance. By some measures, these
approaches can be regarded as closed; hence, Section 5 introduces a
vision of provenance for open systems such as the Web. Section 6 then
discusses issues of provenance related to Web technologies. Finally, the
problem of accountability is tackled in Section 7, before some conclud-
ing remarks in Section 8.
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